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The rising incidents of illicit trafficking of cultural heritage objects highlight the need for advanced, 
cost-effective, and minimally invasive anti-counterfeiting solutions. This study, as part of the 
EU-funded AURORA project, introduces the development of novel invisible security inks designed to 
enhance the authentication processes of artworks. It leverages two types of fluorescent nanomaterials: 
Zinc Oxide quantum dots (ZnO QDs) and Carbon Dots (Cdots), both of which exhibit remarkable 
properties suitable for integration into advanced security systems. 

Silanised ZnO QDs, functionalised with (3-aminopropyl)triethoxysilane (APTES), were selected due to 
their enhanced water solubility, fluorescence stability under UV light and temperature fluctuations, and 
tunable emission. The nanoparticles were prepared using a straightforward, one-pot sol-gel method, 
and the final ink formulation was optimised with methyl hydroxyethyl cellulose (MHEC) to reduce 
feathering and improve fluorescence brightness across various substrates, including paper, stone, and 
glazed ceramic. Additionally, Cdots were developed via a green, cost-effective aqueous bottom-up 
synthesis route using urea and sodium citrate as precursors. The nanoparticles demonstrated excellent 
results in terms of fluorescence intensity, as well as pH and temperature stability. They were effectively 
dispersed in water-based conservation-grade binders, and their fluorescence, stability, workability and 
substrate-specific performance were assessed on various substrates. 

The study confirms the feasibility of formulating invisible, luminescent, anti-counterfeiting inks for the 
protection and authentication of cultural heritage using novel, easily synthesised, stable nanomaterials. 
These materials offer a promising strategy for the environmentally friendly and secure identification 
and traceability of artworks, contributing to the broader goal of combating art crime through the use of 
nanotechnology.  
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